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BY WILLIAM MEINERS

Preparing for the
Unimaginable

Abal Chatroedi it the directar aof the Purde Homeland
Secarrrty Instirate, which opered fn 200f.

For the millions of Americans who witnessed
the World Trade Center crumble in realcime,
o/t1 mry not only reside in cheir minds as infa-
maous, but also as a day when the unimaginable
happened, The diabolic success of the terrorist
attacks in Wew York Cirv, Washingron, [0.C.,
and Pennsylvania also ushered in a new contury
where the country would hiave 1o be forever
cognuzant ahour the safery issues at home. Now,
for che men and women working in Purdoe's
Homeland Security Tnsticute (PHSI), the job of
imagining and managing che “unimaginable” is
marking their discovery course,

It was shortly aftee oftn thar Purdue faculoy
gathered to discuss che merics of having a home-
land security cencer, Officially estaldished in Che-
eober 2003, the PHST s part of the e-Encerprise
Center ot Discovery Park, Purdue's incerdiscipli-
nary hub for research and enverprise. Te's the in-
terdisciplinary marure thar Alok Chamrvedi sees
as critical to the insticote's success.

“Homeland security is a big problem,” says
Chaturvedi, PHSL director. *Y ou have o look at
the problem holisticallv, and che onbe way to
look at the problem holistically is through com-
puter madeling. Thas what brings all chese dis-
ciplines cogecher.”

From terror plots to a possible pandemic flu to weather-related

disastars, researchers in the Purdue Homeland Security institute

are exploring worst-case scenarios to help keep us safer.

I8 purfus alumnus

Erge Dotz becawie Tudiaonas
Jiwer dfivector of e Indfans

Dheprrtviend of Flosielanid
evurity after seroing as the
g drecior af PHET

SIX CENTERS OF DISCOVERY

‘T'nday PHS51 is comprised of six reseidrel centers. in-
cluding the Center for Computational Homeland Secu
rity; the Center for Sensing Science and Technology;
the Center for Large-Seale Systems; the Center for Mili-
tary Enforcement and Law Enforcement Technology,
Tactics, and Training (T'2) the National Biosecurity Re-
source Center; and che Purdue University Visualization
and Analvtics Center (FURYAC) And with researchers
trom disciplines as diverse as agricultuee, kiberal ans, eo-
pineering, technolopgy, seience, pharmacy and nu rsing,
the discovery effores are heing built upon colltborations
that exrend beyond campus,

In March zaos, Indiana Gov, Mirch Danicls named
Purdue chem:cal enpgincering alumnus Eric Thetz
(Phi'g4), then the managing director of PHSL, as che
state’s first direceor of the Indiana Department of
Homelund Security, It was the country's first such com
prehensive department ar the state level, combining
planning, craining and cxercise, emergency reaponse,
and fire and building safery.

A very important part of our responsibalicy is 1o
conrdinate the plans and activities of all organizarions
that mighe be involved in the response o a disaster,
This requires tremendous ceamwork,” says Dheee, "A
rapid and effective response ta any eveat will require
the inchasion of multiple disciplines at all levels of gov.
crnment. This requires us to build those relationships
now and o inchade all porentially invobved enrities in
the plunming process, We saw in our scate's response o
Hurricane Karrina and to che deadly comadoes in
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"The moment
the situations
get chaotic,
communica-
tions start to
break down.
Each scenario
is so different
that you can-
not really have
a global plan,
s0 to speak,
that you can
pull off the
sheff and be
abfe to imple-
ment.”

=Alok Chaturvedf
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souchwest Indiana lase November how im-
poreant it is to have chat ceamwork in
place ahead of time,”

Along with his PhiD, Diere's own mili-
rary background (he's a recired colonel in
the U5, Army) makes him a bit of a dual
threat in the fght against teccorsm, Al
that's the case with many of the people
working in the institute, Tim Collins
CMEBA D), 1 current managing divector,
is & retired [ndiana Srare Police officer
who reached the renk of regional investiga
tive commander, As 2 state trooper, he was
gcertthied hostage ceisis negoriator in-
volved in dozens of incidents requiring
successful negotiation, Lowis Rend Beres
(see next page), a professor of poliical sci-
ence, has more than 27 years worth of ex-
perience on the subject of nuclear terror-
tam, Beres was also pant of Project Daniel,
a 2003 lsracli project commissioned to as-
sess the threat of Tsrael from other states
tencion co lran and its nuclear program,

Chaturvedi hapes this well-rounded
reserch effort will help PHSI achicve one
of its staced goals: “to enhance science
through rapid creation dissemination of
new discoverics and technology.”

For researchers like David Ebert, a
professorof electrical and computer engi-
neering, it's a mareer of discovering a bet-
ber way to manage the mass amounts of in-
forrmation during a crisis, which can be
crushing if not handled well,

“The peneral idea is to tightly inve-
rrate gnabysis, shstrecrion and visual repre-
sentarion oo enable an effective decision-
making environment,” says Ebert, also the
tirector of PURVAC. "For instance, in
the event of a carascrophic event such as a
chemical spill, natural dizaster, disease
vuthreak or @ terrarist attack, information
will he coming from many sources, includ-

ing images from cameras, data from sen-
sors and simulations, and text docoments
from palice and healtheare facilivies.”

The PURYAC ceam is trving to cre-
are a software syscem that not only inte-
prates different kinds of data, bur alsa pre-
sents the imformation inways chat ana-
lysrs, decision makers and emergency
workers using variows types of dasplays wnd
reuiring different kinds of informarion
can easily nnderstand.

Acresearch ceam led By Yeong Kim, a
]]II}E:'EEI:I]’ of physics, 15 h r'u:lil'lg hetrer WEVE
tox detece hazaedous macerials and explo-
sives in the Center for Sensing Science anil
Technology, One breakihrough includes a
car seeeence, which utilizes neutron sen-
sors o quickly detect explosive materils.

[Tigh on the list of iniviacives for the
Center for Securicy of Large-Scale Sys-
tems, dirccred by Oleg Wasynceuk, a pro-
fessor of eleceeical and computcrengincer-
ing, is a high-alrirude airship. The solar-
powered, helium-filled craft can hover in
the same spot for up ro a vear, aiding in
surveillance, missile defense and weather
forecascing,

MEASURED RESPONSE AND
MIXED REALITIES
Charurvedi believes computer modeling
and rechnology can help make people bet-
rer decision makers at the crisis point.
“The moment the situarions gee chaotic,
communications start to break down,” he
suys. “Each scenario is so diflerent that
you cinnot really have a global plan, so to
speak, thar you can pull off the shelfand
be able to implement.”

To help weain first-responders like fire

chicfs ar police chiefs, program-
mers in the Cencer for Computa-
cional Homeland Securty have
created softwire to creare syn-
theric cnvironments. A simula-
rion may generate o three-dimen
sional view of o building on fing,
for mnstance, to model 3 cecrorise
actack. In chis vicroal setting, peo-
ple can be tested on bow chey
e

“Their decisions” says
Collins, “drive the scenario. In
turn, they pet o visual representa-
tion based on cheir decisions char
decails che health of the economy,
thi health of the people in char
economy and public opinion.”

Gince Apnl zooz, Purdue has held
an wnmual exercise called Measured
Response to simulace large-scale ter-
rorist attacks. “We create outrageoas
seemirios and bring in Incal, stace and
tederal agencics to see how chev are
poing o respond,” says Chaturvedi.
“Chver the vears, we've sgen some
amitzing changes in people's arcitdes,
In zooz, people were totally at @ loss
om how to deal wicl a particular crisis.
Since then, they've become more
awire. They're asking the right ques-
tioms.”

Ln additien to measuring respons:
cs throogh computer-hased training,
the PHS1 38 involved wicth mixed-reali-
v secnarios at che Muoscatatuck Urban
Warfare Training Center, Here, in
partnecship with the Indiana Marional

Longs Rene Percs

What makes a
terrorist?

For Loois Kené Beres, o Prince-
ton-educated prafessor of polic-
jeat] science, wh has providesd
many long answers o this ques-
rigan while serving as a consul-
Lant to variows federal ngencies
foor 25 vears, The short answere
s tor dowiels pwo spandards of
MCASUIeme nrs.,

W hoe ehistinguishes a ver-
rorist froo a freedom Gighter,”
Beres savs, “is just cause and
just means. Whenever an insur-
prent backs just cavse andior just
means, he is a termonst.

“Tuast means has to dowith
rhe law of war. Even if 2 figlver has justice on his side, if
he deliberately kills noncombatants, he does not have just
micans. Forexample, let's look ag the Paestinian insor- |
guney agzinst Lsracl, Even if you believe the Palestiniams
Tawve the righe 1o wse force, the moment they puc bombs
ot bses o kill noncombatants, they're rerroriste There's

nothing else thar can possibly justify che wse of force

apainst noncombatants, Period ™

How prepared are we for a
nuclear attack?

In the sgros, Beres wiote some of the firse books onnu-
clear terrorism, As an ex-Mew Yocker, e Knows Tow
hard it is to pofice a city that size when a rerrorist plot can
involve a bandful of people with backpacks. “The boteom
line is that we are working overtime to be beter pre-
parecl; however, it i impossible vo be folly prepared. Teds
highly likely char some form of nuclear tecrorist cvent will
ar snme paine happen. Muclear tereorism can take the
form of exglosives or mdioactivity. The most plausible
ceenanio’is 4 diry bomb, which i oot an autheoric nu-
clear weapon, but rather o conventional explosive hoolked
up o fissile materials, You can get radivective matcrials
from universities or hospitals and just ook it up oo con
ventinnal high cxplosives. [t will noc be a apocalyptic
event, bue icican still cavse a lor of trouble,”

=W ilfiaem Meiners
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Guard and the Indiana Department of
Homeland Security, emergency personnel
are bested in fll combat and response

gear. Wich 1,000 acres, 7o huildings and o

2.goo-foot tunnel system, Muscararuck
provides a small-city serting to explore
real-life situations, On the other end of
thar training. the physical responses can he
fed into the software to extrapolate how
the community and the seate ar-large
would have been affecred.

“The military is very good ar fighring
wiars,” svs Colling, “Law enforcement s
very good ar pracckeeping, Bur as we've

seen overseas, when vou put the military
into a pracckeeping role, somerimes you
have problems. Likewise, when law en-

" forcement is faced with a sieoation like a

rint, they have prohlems.”

One ohjective of the Muscararuk
eraining, a5 well as research in the center
ko s T, 15 toddenrity and incegrare
commaon scrategics for milicary and low en-
forcement, And by further validating these
seeategies in A lving Inboratoey, T3 can en-

| hance the development of technologies
| with urban warfare applications.

LESSONS LEARMED AND

Are we prepared for another attack?

- poeparcd enoogl?”

rarily over all-comers.”

| strateyy and tctic,

eter 'rr.l‘u__q

To thar question, Perer Beering, the rerrorism preparedness coardinatar
| for Incinnapolis, might pose anather. “How prepared,” Beering asks, "is

Becouse in this business, Beering savs, “the gond puys have oo genie
right every time while the bad guys only lave to gee se righe onee.”™ Bur e
thinks those fighting che good fighe are making significane progress,

“Oinly o raving iciot would take on ele United Staves watl somcthing
thar Mees, Aoars or mrarches,” e savs, "We hove dramatic superioricy mili-

stall For those porttcipating inowhae e descnbes in miliany paslance
as "asymmetric engagement,” or rerrorism, Grering says that one conld
minke 2 cose for terroriam's “effectiveness.” The wse of bombing compaigis
e Furtlser a polivical cause s ot a oew phenomenon. “Terrorism has been
used for avery long rime.” he says. “ [t is in parrs methodalogy, ideology,

W recognize that theet are lors of different folks who are copable of
conducting such arracks, nd we prioritize those whe are worth paying ae-
rention to and really have die whesewithal to do ohis,” e says, *Cing can
cervainly say we've been very effective ot eliminating the Toliban and vndo-
ey minay of the atrocities that bave played out in Adghonistan over the pase

several decades: We have subseancially weakened Bin Laden's neowork, and, in focr, have driven o changs
from a fairly central opganization 1o a decenrralized ong—a franchised recrocism, if o will. And while

that presents a mumbsee of opecational and obviows stravegae challenges, the good news is dhac ic iz compara-
biv more difliculc for chem to poll off artacks or simulaneoos amacks.”
Aoy ciscussion of vur own preparedness, however, even those ponpstareed by Last vear's sssaulting

hureicanes, Beering savs, should become pareof our noemal discourse, Time will el on juse how prepared

wit eruly are, -\ Meiners

LEARNING OPPORTUNITIES
From the o/ fallout to che hurricanes thar assaulted che
Gulf Coast lase vear, PHSI researchers are examining past
examples, while anticipating what can possibly transpire
in the future, “Homeland security is also about how we re-
spond 1o natural disascers, hurricanes, o possible pandem-
ic Mo, a chemical spill or a cyber ateack,” says Chaturvedi,

To adidress some of those other needs of prepared-
ness, the insriture is conduceing a Hoosier Readiness
Challenge, which will hit the road to test preparedness
levels of various health departments threughour Indiana
caunties. The PHA1 also lnunched che Martional Bioseco-
rity Resource Center this year, providing the agriculcural
community with an effective online tool. “We want this
ta be o one-stap shop for people looking for informacion
ahour animal hioseourity,” save Sandra Amass, who serves
as hoth director of the center and associace director of
PHSI.

Ln addition, veterinarians involved in emergency re-
sponse can now camn & graduate certificate from a dis-
tunce-learning progeam in Vererinary Homeland Security
from Purdue. “By providing quality training for existing
veterinury professionals that is accessible remarely, we
hope to address the current shoreage of vererinarians to
serve our nation's needs in public healch, regulatory medi-
cine and medicine for lvestock,” says Amass, also an asso-
crate professor of vererinary clinical scicnces.

INCREASINGLY AWARE, EVER VIGILANT
While Chaturvedi believes nothing is unthinkable, espe-
etitlly with the way things are going in the world, he
docen't think we'll see something on che seale of another
ol “We are 1 hupe nation,” he says, “We have locs of
vilnerahiliries in thar we're large, free and at war. Bur we
are alert, and our guards are up.”

Thar awareness, Chamurvedi says, is the best form of
defense. Towin a war against terrorism, he says, “We
have o beat our adversary in the field of the imagination.”
And with the slogan, “preparing the nation for the
unimaginable,” researchers within the PHST seem to e

making a preat deal of headway.

Virie bitpd wed e-nterprise purdug. e/ amps portaliplr
tor dearm more about PHST, The authar is an edttor arith Pordne
Engimeering Corpmnications,

How safe is our information online?
Y M |

From Gene Spaffond's peespocove, the threar 0f rerror-
isms has elped open the door to 3 criminal balliza-dolkar
indusery of identity theft, bask fraud and other online
illegmiities. And fve years after 9/1r, Spaffond, the execu-
vive director of Purduee's Center for Edvcation aind Ke-
search in Information Assurance and Securicy (CE-
RIAS) feels that a less-than-watchful eye may come back
v haunt Americans in pnother five vears.

“Informatioa secirity, protecring nerworks and
codnpurers have nor been a pooccy for pelicymakers at
rhe fedieral or state levels,” Spafford saps. “Very lirdle has
been done in regard vo making systems safer. However,
thie marker has conrinued o move whiere more things are
onlineg than ever before, More 15 exposed. Maore is con-
teafled. And valnerabilities are lairger.”

spafford doesn'e think that electronic systems are a
particular target of terrorism becanse it's only in rare
cascs thar computer astocks resule o the desthand de-
serucrinn that terroriaes seek. *That's perhaps one of the
reasons why our political beaders have chosen oo largely
ignore what poes on in infoomation secunty,” e savs,
“Termmrist attacks on a plyvsical infrastrocore, howeser,
can be made worse by also attacking oor computer
infrostructure to shue down warer of power gridsor
telephone svstems, thereby magnifying che effect of
anocher ateack,”

If a positive change is to come, Spatford says che
cuuntry sieeds oo realize oiar cerrorism is 2 threat to our
eecuricy, bue not che lone, or even biggest dhrear, "We
need to have a berter focus on prevention and beeter gov-
efnment coordination,” he says.

“In general, we have a lot of people who don’t un-
derstand security. We've been passing rules and setting
up things thar really are not effective.” And o's high
rimie, according eo the main osan ar CERLAS, thar ourin-
furmation security be given a serioas overhaul.

=Wl Mrirers
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